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Approval against v1.7 of EU Cloud CoC (reflecting Directive 95/46/EC)

List of declared services

IBM API Connect on Bluemix

IBM Aspera Files

IBM Blueworks Live

IBM Business Process Manager Hybrid Entitlement

IBM Business Process Manager on Cloud

IBM Business Rules for Bluemix

IBM Cloud Application Performance Management

IBM Commerce Insights

IBM Commerce on Cloud

IBM Insights Foundation for Energy on Cloud

IBM Kenexa LCMS Premiere on Cloud

IBM Kenexa LMS on Cloud

IBM Kenexa Skills Manager

IBM MaaS360

IBM Operational Decision Management on Cloud

IBM Partner Engagement Manager

IBM Predictive Maintenance on Cloud

IBM Predictive Solutions Foundation on Cloud

IBM Prescriptive Maintenance for Manufacturing
IBM Prescriptive Quality for Manufacturing

IBM Prescriptive Warranty for Manufacturing
IBM Single Sign On for Bluemix

IBM Spectrum Control Storage Insights
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1 Approval againstv1.7 of EU Cloud CoC (reflecting Directive 95/46/EC)

This Declaration of Adherence was against the European Data Protection Code of Conduct for Cloud
Service Providers (‘EU Cloud CoC’) ! in its version 1.7 (‘v1.7’) as of May 2017.

The EU Cloud CoC v1.7 reflects the Directive 95/46/EC2. This version incorporates feedback by the
European Commission as well as Working Party 29 given to the version of the EU Cloud CoC as being
drafted by the Cloud Select Industry Group3 (‘C-SIG’), at that time being called C-SIG Code of Conduct

on data protection for Cloud Service Providers.

The EU Cloud CoC v1.7 reflects the data protection framework as under Directive 95/46/EC whilst
already going beyond - e.g. it requires a continuous, rigorous and independent monitoring of any

service adherent.

2 List of declared services

2.1 IBM API Connect on Bluemix

2.2 IBM Aspera Files

2.3 IBM Blueworks Live

2.4 IBM Business Process Manager Hybrid Entitlement
2.5 IBM Business Process Manager on Cloud

2.6 IBM Business Rules for Bluemix

2.7 IBM Cloud Application Performance Management
2.8 IBM Commerce Insights

2.9 IBM Commerce on Cloud

2.10 IBM Insights Foundation for Energy on Cloud

2.11 IBM Kenexa LCMS Premiere on Cloud

2.12 IBM Kenexa LMS on Cloud

2.13 IBM Kenexa Skills Manager

2.14 IBM MaaS360

1 https://eucoc.cloud
2 http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:31995L0046
3 https://ec.europa.eu/digital-single-market/en/cloud-select-industry-group-code-conduct
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2.15 IBM Operational Decision Management on Cloud
2.16 IBM Partner Engagement Manager

2.17 IBM Predictive Maintenance on Cloud

2.18 IBM Predictive Solutions Foundation on Cloud
2.19 IBM Prescriptive Maintenance for Manufacturing
2.20 IBM Prescriptive Quality for Manufacturing

2.21 IBM Prescriptive Warranty for Manufacturing
2.22 IBM Single Sign On for Bluemix

2.23 IBM Spectrum Control Storage Insights

2.24 IBM Watson loT Platform

3 Approval Process - Background

Though being developed against Directive 95/46/EC, the EU Cloud CoC already incorporates contin-
uous, rigorous and independent monitoring. The monitoring is inspired by Articles 40 and 41 Euro-

pean General Data Protection Regulation4.

3.1 Preliminary Status of the Approval Process

The services concerned passed a preliminary approval process by the Monitoring Body of the EU
Cloud CoC, i.e. SCOPE Europe sprl/bvbas.

This preliminary approval process is based on a self-assessment of the service provider completed by

a plausibility check performed by the Monitoring Body.

3.2 Safeguards of Compliance

Compliance of adherent services is safeguarded by the interaction of several mechanisms, i.e. con-
tinuous, rigorous and independent monitoring, an independent complaints’ handling and finally any
CSP declaring services adherent is subject to substantial remedies and penalties in case of any in-

fringement.

4 http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
5 https://scope-europe.eu
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3.3 Process in Detail

First the CSP elaborates its corporate and general technical structure and environment with regards
of the service(s) concerned to the Monitoring Body. Based on these findings, the Monitoring Body
selects a set of qualified questions and determines relevant aspects an initial assessment seems
necessary. The plausibility check does not cover all provisions of the EU Cloud CoC at a time. The set
of questions qualifies to unfold potential inconsistencies. Such inconsistencies may result into further

assessments and questions by the Monitoring Body.

If no inconsistencies were found, declared services are approved and thereupon continuously moni-
tored. The latter safeguards that the full spectrum of EU Cloud CoC’s provisions will be assessed

within reasonable time.

The CSP may answer either by referencing existing third party audits or certifications and their respec-

tive reports or by free text.

The EU Cloud CoC does not provide detailed controls for its single provisions, yet. Therefore it is up to
the Monitoring Body to conclude whether the provisions of the EU Cloud CoC are met. Where the EU
Cloud CoC provides guidance, the Monitoring Bodies takes such guidance into account accordingly;
where no such guidance is provided, the Monitoring Body refers to common interpretations of Di-
rective 95/46/EC especially with regards to court decisions and publicly available documentation on
decisions by Data Protection Authorities. Where no such final decision exists the Monitoring Body
refers to the common interpretation of Directive 95/46/EC by academics and data protection and

information security professionals.

4 Assessment of declared services by IBM (see 2.)

IBM was questioned with regards to multiple aspects of the EU Cloud CoC, including sub-processors,
technical organisational measures with regards to security, staff training, contractual transparency,

et al.

IBM chose to reach plausibility by both, free text answers and referenced to third party audits and
certifications. Furthermore IBM was available for personal meetings and conference calls by which

the Monitoring Body could additionally verify the plausibility of information provided by IBM.
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All services concerned are based on the laaS-Services adherent to the EU Cloud CoC already. Respec-
tively the approval process did not focus again on the infrastructure aspects of the services con-

cerned. Please read the public report on IBM’s laaS services for more details.6

With regards to sub-processing, the respective services do not incorporate any sub-processors with
regards to data; all processing and maintenance is performed by IBM and IBM owned hardware only.

For reasons of transparency: single hardware may be based in collocation data centres.

With regards to technical organisational measures declared services are running independently from

another. The only shared layer possible is the laaS layer. On each virtual machine however may be
more than one client of a service. For reasons of transparency: within this initial assessment individ-
ual measures to separate the data of different customers were not scrutinized but will be subject to

continuous monitoring.

Subject of the assessment were technical organisational measures without focus of individual pro-
cessing of personal data but with regards to the overall material technical and organisational
measures applicable to mere service providing. The customer is responsible for the appropriateness
of respective technical and organisation measures with regards to the individual processing due to
both the contractual framework and in-line with Directive 95/46/EC.

However, IBM provided plausible information that respective services are configured appropriately to
the expected type of data processing they are intended for. Additionally customers may configure their
individual sets of technical organisational measures required by law; either extending adherent ser-
vices with additional services or integrating individual measures. For reasons of transparency: the
appropriateness of each individual configuration was not subject to this initial assessment but will be

subject to continuous monitoring.

With regards to incident prevention and incident handling and request handling to reveal personal

data of customers, IBM provided sufficient information with regards to the technical organisational

measures in place to prevent incidents to happen. In the event of an incident a dedicated process is
in place to both handle the incident and communicate respective incident to the customers con-
cerned. Respective processes are in place to handle court orders, warrants and requests to reveal

personal data of customers. For reasons of transparency: The initial assessment of adherence did

6 https://eucoc.cloud/LINK
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not scrutinize such processes in detail or if such processes are always followed accordingly; this is up

to the continuous monitoring.

With regards to employees, IBM elaborated reasonable processes that deal with both necessary train-

ings and assessment of employees prior to their access to personal data. For reasons of transpar-

ency: The initial assessment of adherence did not scrutinize such processes in detail or if such pro-

cesses are always followed accordingly; this is up to the continuous monitoring.

5 Conclusion

Given answers by IBM were consistent. Where necessary IBM gave additional information or clarified

their given information appropriately.

The Monitoring Body therefore approves the services as adherent to the EU Cloud CoC based on

plausibility.

6 Validity

This approval is valid for one year.
Approval: Feb. 2018
Valid thru: Feb. 2019

Approval-ID:  2018PLO1SCOPEO11
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